
NETHIX × AZURE 
Communication between Nethix devices 
and Microsoft Azure IoT HuB Platform
through MQTT protocol



This manual explains how to connect a Nethix device 
to the Azure IoT HuB Platform by Microsoft through 
MQTT protocol, using a SAS (Shared Access Signa-
ture) token for the authentication.
This procedure is applicable on following device types:

Required version is nethix 4.1.5 or following.

•	WE111 and WE112
•	WE151 and WE152
•	WE500+/4G and WE500+/LAN
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NETHIX × AZURE  - PRELIMINARY OPERATIONS

We assume that the user, reading this manual, already 
has an Azure IoT Hub account and has created an 
IoT Hub.
There are several modes/tools to check the commu-
nication between a device and the Azure IoT platform: 
in this manual we’ll refer to the desktop client Azure 
IoT Explorer.
After launching the Azure IoT Explorer Client on the 
PC, it’s possible to add a new connection to an IoT 
hub, by entering a Connection string.
In order to understand how to get such a string, it’s 
possible to refer to the official documentation of 
Azure IoT Hub.
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If the string pasted on the field Connecting String is 
valid, the following fields (Hostname, Shared access 
policy name and Shared access policy key) will be 
filled in automatically. It’s then possible to save and 
proceed with the following steps.
Clicking on View devices in this hub, available beneath 
the new added Hub, you get to the list of available 
devices.
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According to the permissions assigned by the admin-
istrator to the connection string, it can be possible to 
add/delete/modify the devices in the Hub.
In this manual we assume that at least one device is 
already available inside the Hub.
For further specifications refer to the official docu-
mentation of Azure IoT Hub.
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Select the desired device from the list.
From this page it’s possible to create a new Connec-
tion string to be used on Nethix device.
Click on Connection string with SAS token.
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On the field Symmetric Key select the key to be used 
(in order to understand the difference between prima-
ry and secondary connection string, refer to the offi-
cial Azure IoT Hub documentation).
Set the validity of the connection string on the field 
Expiration(minutes).
It’s possible to set any desired number, and this will 
indicate how long it’s possible to use current connec-
tion string before having to generate a new one. To 
make it available for one year, for example, set 525600.
Then click on Generate in order to create the new con-
necting string.
N.B.: Such a string would then let a device communicate 
with the Hub without replacing the string used at the 
beginning of the procedure, that is required (virtually) to 
enter all the devices available inside the same hub.
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Copy the content of the just created connection string.
Here is an example:

You can see, the string is composed of several elements:

HostName=Nethix.azure-devices.net;DeviceId=WE500+;SharedAccessSignature=SharedAccessSignature sr=Nethix.azure-devices.net%2F-
devices%2FWE500%2B&sig=aZyxWVUTSRQPonMLKJIHGFEDCBA9876543210+/abc%3D&se=1739015585

HostName: Nethix.azure-devices.net
DeviceID: WE500+
SharedAccessSignature: SharedAccessSignature sr=Nethix.azure-devices.net%2Fdevices%2FWE500%2B&sig=aZyxWVUTSRQPonMLKJIHG-
FEDCBA9876543210+/abc%3D&se=1739015585
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NETHIX × AZURE  - CONFIGURATION OF NETHIX DEVICE

Enter the web-interface of Nethix device and select the 
page Configuration > Cloud > MQTT.
Configure the device as follows:
1.	 Flag Enable
2.	 Enter the content of Hostname on the field Broker 
hostname
3.	 Enter the Port to be used (8883 for the MQTT) on the 
field Broker port
4.	 The user name is composed of HostName and Devi-
ceID separated by the sign  /. Recalling the example 
above, the content to be entered on the field Username 
would then be Nethix.azure-devices.net/WE500+
5.	 On the field Password it must be reported the 
whole content of SharedAccessSignature. As you can 
see from the example, the string always begins with 
SharedAccessSignature sr=
6.	 On the field Client ID it must be entered the con-
tent of DeviceID. According to our example  it must be 
entered WE500+
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7.	 The field Variable topic root has a fixed part (devic-
es/.../messages/events) and a variable part, according 
to the DeviceID. Referring to our example, the content 
to be entered in the field is then devices/WE500+/mes-
sages/events
8.	 On the fields QOS (pub)/(sub) it’s possible to con-
firm the desired QoS (quality of service) for the publish 
and subscribe operations, by setting a value between 
0 and 2. Refer to the manual of Nethix Device to under-
stand how a different value of QoS can impact inside 
the MQTT protocol.
9.	 Enable the flag on the field MQTTS
10.	Select the root certificate  required by Azure IoT on 
the field Broker certificate. It’s possible to get the certif-
icate, referring to the official Azure IoT HuB documenta-
tion. At the time this manual has been written, it’s possi-
ble to download the certificate at the following link
https://github.com/azure-samples/iotmqttsample/
tree/master/
(file IoTHubRootCA.crt.pem)
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Once made the configuration of the whole, it’s enough 
to enable the function Publish on the variables that 
are supposed to send their status to the Azure Hub.
Once saved the modifications, the device will start to 
communicate with the hub, sending the value of the 
selected variable at any variation.
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In order to make sure that the data are delivered cor-
rectly, it’s possible to use the client Azure IoT Explorer.
Having selected the hub and the device, choose the 
position Telemetry from the menu on the left and 
launch the service clicking on Start.
In the central part of the screen are now displayed the 
parameters sent by Nethix device.
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Nethix devices accept commands sent by the cloud 
(Cloud-to-device message), as foreseen by Azure 
IoT Hub.
Using these commands it’s possible to modify (set-
Var) or request (getVar) the status of a variable in real-
time, directly from Azure platform.
On following paragraph it’s described how to modify 
the value of a variable (setVar).
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On the web interface of Nethix device select the page 
Configuration > Cloud > MQTT.
Assuming that the section MQTT setup has already 
been configured following the indications previous-
ly given (see paragraph CONFIGURATION NETHIX 
DEVICE), it’s enough to go to MQTT RPC section and:
1.	 Add the flag on the field Enable RPC
2.	 Enter a valid path on the field RPC subscribe topic
Using Azur IoT Hub platform a part of the path is fixed 
(devices/.../messages/devicebound/+) and a part is 
variable, according to the Device ID.
Assuming that the Device ID is WE500+, the content 
to enter in the field is devices/WE500+/messages/
devicebound/+.
Once the modifications are saved, it’s possible to use 
the client Azure IoT Explorer to send commands to 
Nethix device.
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From the client select your own hub and device. From 
the left menu select Cloud-to-device message.
On the field Message body enter the syntax as 
requested by the setVar method, given by Nethix 
devices (further information are available on Nethix 
device manual), for example:

{“method”: “setVar”, “params”: {“name”: “DO1”, “value”: “1”}}

Click then on Send message to device, and on the 
client will appear a delivery-confirmation (or deliv-
ery-error) message.
The example described above refers to the test of 
setting the value “1” on variable “DO1” available on 
Nethix device.
It’s equally possible to interact with any of the varia-
bles, changing the content of the fields (the so called 
keys) “name” and “value”.
No further configuration is required on the variables 
of Nethix device that are supposed to be controlled  
(it’s not necessary to enable any MQTT mode).
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